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I. Ilepeyens 31eMeHTOB coaepKaHHUA, NPOBEPSIEMbIX
HA BCTYNUTEJIbHOM MCHBITAHUHU M0 HAYYHOUH cnenuaibHocTH 2.3.6 «MeToabl
M CHCTeMbI 321U THI HHpopManuu, HHpopManHoHHAs 0e30MaCHOCTb»

1.Ocnosbl unpopmayuontoti 6ezonacrocmu

1. Kpurepum xmaccudukarmm CpencTB 3amluThl JaHHBIX. DopmanbHbIC WU

He(op-MaabHbIE CPEACTBA 3ALIUTHI.

2. IIpusHaku KJIacCUpuKauuu (HU3NUECKUX CPEACTB 3allUTHI
undopmanuu. OnpeneneHuss  MNOHATHH — «yrpo3a»,  «BO3AEHCTBHUEY,

«UCTOYHUK YTPO3», «YI3BUMOCTbHY,

«yuepo», «pUCK», «AHHOPMAILIMOHHBIN PUCKY.

3. OcHoBHbIE MOJOXKEHUS 3aK0HA «O MEPCOHANBHBIX JAAHHBIX).

4, Metoapl OMOMETPUYECKON UICHTU(DUKAIHH.

5. Yrpo3bl 0€30MacHOCTU MEPCOHANBHBIX JaHHBIX 1-T0, 2-T0 U 3-T0 TUIOB.

6. OcHoBHBIE pyKOBOJsIIUE JOKyMeHThI ['octexxomuccuu Poccuu. [laiite mx

KpPaTKYI XapaKTEPUCTHUKY.

7. 9 knaccoB 3anuineHHOCTH aBToMatu3upoBaHHbIX cucteM (AC) ot HCI.

8. Cucrtema MeHemKMeHTa HHpOpMaIMOHHON Oe3zomacHocTu? Ilepeunciauts u

0XapaKTepu30BaTh OCHOBHbIE MpoIecChl, Bxoasduume B mojens PDCA.

9. Ilepeuucnuthb OCHOBHBIE HOPMATHUBHO-METOAMYECKHE TOKYMEHTBHI
®CTOKPoccuu B 0061acTH 3alIUThl MEPCOHATBHBIX HaHHBIX. J[aTh MX KPaTKYIO
XApaKTEPUCTUKY

10. TlonuTtuka uHpOpMannOHHON Oe3omacHOCTHU. [lepedncnuTh OCHOBHBIE €€ T0-
noxenus. [TapameTpsl knaccudukanuu yrpo3 nHGopMannoHHON 6€30MaCHOCTH.
11. Yro moHMMaeTCs MOJ HAIMOHANBbHOU Oe3omacHoCcThi0 PD? Uto oTHOCHTCS K
HaI[MOHANBHBIM HHTepecam Poccum B mH(popmanuonHoi cdepe? IlpuBeante ux
Knac- cudukanuio, B cooTBercTBUM ¢ JlokTpuHOM — MH(OpManMOHHON
Oe3onacHoctu PO.

12. Buael yrpo3 umndopmanuonHoi Oe3onacHoctd P®D. Uto oTHOCHUTCS K
BHEIII- HUM U BHYTPEHHHM HCTOYHHUKAM Yrpo3 MH(OpMalMOHHON 0€30MacHOCTH
PO.

13. OcHoBuble (yHkmuu u 3amauu, permaembie OCb Poccum B obmactu
obecnieueHust HGOOPMAITMOHHON O€30MTaCHOCTH.

14. Kareropuu cranmaptoB mo 3amure uHpopmaiuu. OTauuus 100pOBOJIbHBIX,
PETYJIUPYIOIIUX CTaHAAPTOB W PETYJISTUBHOIO HCHOJIb30BAaHUS A0OPOBOJBHBIX
CTaH- JapTOB.

15. Kpurepuu 0e30macHOCTH KOMIBIOTEPHBIX cucTeM MuHHCTEpCTBA 0OOPOHBI
CIIA «OpamxeBas ~ kHura». EBpomeiickue  Kputepud  0€30MaCHOCTU
MHQOPMALIMOHHBIX ~ TeXHOJOrud. AmepukaHckue DenepanbHble  KpUTEPUH
0ezomacHoctd HMH(OpMaAIMOHHBIX TexHojoruil. CemeiicTBo cranmaptoB 27000
CHCTEMBI MEHEPKMEHTa HH(POpMa-LIMOHHON 0€30IacHOCTH.

2. Annapammuvlie  cpedcmea - GbIUUCTUMENbHOU  MEXHUKU U  MeNeKOMMYHUKAYUOHHBIX
ycmpoucme

2.1. AnmapatHble CpelCTBA BHIYUCIUTENBHOM TEXHUKH



1. Jlormueckue »sneMeHTHl. Tpurrepbl. THUMOBBIE Yy37Ibl KOMOMHAIIMOHHOTO
THIIA:CyMMaTop, mudparop/nemudparop; MyabTUILIEKCOP/ IEMYIbTUILIEKCOP.

2. TumoBble y37bl HAKAIJIMBAIOIIETO TUTIA: PETUCTPBI, CUETUHKH.

3. Crpykrypa nponeccopa. [Ipunnun padotsl aapa npoueccopa. Opranusanus
apu(METUKO-JIOrMYecKoro ycrtpoicTsa. Onepanyuy HaJ YMCIaMM C IUIaBaOLIEH U
buxcu-

POBAHHOM TOYKOM.

4, Cuctema xomanj. ®dopmaTbl KOMaHn U cmocoObl agpecaruu. Cucrema
npepsl- BaHUi. Pesxumbl paboThl sijipa npoueccopa. Knaccudukanus npoieccopos
B 3aBUCHUMOCTM OT THUIIOB O0pabaThIBaeMbIX WHCTPYKIMA M crmocoba Hux
UCIIOJIHEHMS. Y CTPOMCTBA YIIPABIICHUS

5. OnepaTWBHOE 3alOMUHAIOLIEE YCTPOMCTBO: IUHAMUYECKAs ONEpaTUBHAS
namMsaTh. PaboTa quHAMUYECKOW MaMSTH B COCTOSIHUY TIOKOSI, YTCHUS/pereHepaIuu,
3aIUCH.

6. OmnepaTuBHOE 3allOMUHAIOIIEE YCTPOMCTBO: CTATUYECKAs IWHAMHYECKAs
naMAThb. Y CTPOUCTBO SYEUKHU CTATUYECKOU MaMSTH.

7. BHemHee 3anoMuHamomee ycTpoucrso. Hakommrenmm Ha  KECTKHMX
MarHUTHBIX JUCKaX.

8. Uwumcer, KoHTpoysiepel U uHTepdeiichl BBOAa-BhIBOjAA. IIIMHBI CBs3U C
IpOLIEC- COPOM WM CUCTEMHOMW IMHUHBIL. [IInHbI cBs3u ¢ mamaTero. HIMHbI cBs3M €
rpaduyeckum amantepom. [LIuHBI CBSI3M C FO)KHBIM MOCTOM.

9. Yuncer, KOHTpOJUIEpPbl M HHTEpQeNch BBOAA-BbIBOAA. KOHTpoJuiep HIMHBI
CBSI3U C CEBEPHBIM MOCTOM. KOHTpOIIEp MIMHBI CBSA3U C IJIaTaMU PACIIUPEHUS.
KonTpomnnep nuuuii cBA3u ¢ nepuepuiiHbIMU yCTpoicTBaMu U Apyrumu IBM.
KoHTponnep muHbBl CBA3M C JKECTKUMH JucKamu. KOHTpoJiep IIMHBI CBS3U C
MEIJICHHBIMU YCTPOMCTBAMH.

10.  OcHOBBI MporpaMMUpOBaHUs Ha accembiepe. Apxurekrypa x86. Peructpsl u
npepbiBanusi. OCHOBHBIC KOMaH/IbI acceMOiepa. Y IPaBIISIFONINE KOHCTPYKITHH.
11. OcHOBBHI mporpaMMupoBaHus Ha accembiepe. OCOOEHHOCTH TPOrpPaMMHUPO-
BaHus o0opyaoBanus noj Widows. Cucremusie Bb30BbI API.

12. Oco6ennoctu RISC u MIPS apxutextypsl. ['apBapackas apxuTekTypa Ha
npuMmepe AVR MUKpOKOHTPOJLIEPOB.

13. IIporpammupyemsie norudeckue ycrpoiictsa (CPLD).

14.  OmnepaTuBHO Mporpammupyemsie Joruueckue Matpuilbl (FPGA).

15. CpaBHEHHE apXUTEKTyp U CPEACTB MPOCKTHPOBAHUS ITU(PPOBBIX YCTPOHCTB
mal [JIUC.



2.2. AmnmapaTHbIE CpPEJICTBA TEICKOMMYHUKAIIMOHHBIX CUCTEM

1.  OcHOBBl mepefaud JAUCKPETHBIX JaHHbIX. JIMHUM  CBSI3U:  THUIIBI,
XapaKTepUCTUKUHU anmnapaTypa.

2. Metoabl nepeaayn JUCKPETHBIX JIAHHBIX Ha (U3UYECKOM YpPOBHE.

3. Meronpl nepenauu JaHHBIX KAHATBHOTO YPOBHA. METObI KOMMYTALNM KaHA-
JIOB ¥ IAKETOB.

4. TlpoTokonbl W cTaHAapThl JOKanbHbIX ceTeil. IIpotokon LLC ypoBHs
ylpaBJie-HUS JOTHYECKUM KaHAJIOM.

5. CrpykrypupoBaHHas KaOenbHasi CHCTEMA. Konuentpatopsl  u
ceTeBble ajan- Tepbl. Jlorndeckas CTPyKTypu3alus CETH C MOMOIIBI0 MOCTOB U
KOMMYTaTOpOB.

6. YCTpOWCTBO MapumpyTH3aTopa W OCHOBHas KoH(urypaus: uHTepdeichl
Mapipy- Tu3aTopa, yCTAaHOBKA  MapuipyTtusatopa. baszoBas  KoHQurypauus
MapIIpyTH3aTopa.

7. Pa6ora B Cisco 10S. Koudurypupopanue Mapuipytusanuu npotokoina IP.

8.  CpenctBa ontuueckoi nepeaayu. [Tapamerpsl cpesibl U yCTpOMCTB.

9.  Texnonorus Ethemet. Metox noctyma. CeteBbie afantepsl, KOHIEHTPATOPBI,
TOIIOJIOTUSL COEAUHEHNS.

10. T'mo6aneuble cetn u TexHojoruu. ISDN. Uutepdeiichl. [lompzoBaTenbckoe
00opyI0BaHUE.

11. Certu X.25 u Frame Relay. Ocobennoctu 060pyaoBaHusl.

12. Texunonorus ATM. Uurtepdeiicsl u apxutektypHast mozaens. O60pynoBaHue.
13. AkTuBHOE ceTeBoe 000pyI0BaHUE U CETEBBIE AHATNU3ATOPBI.

14.  O6o6menHas CTPYKTYpa peanu3anu PUEMOTIEPEIATINKOB
COBPEMEHHBIXCHCTEM MOOUJIBHON PaMOCBS3H.
15. ApxuTeKTypa CHCTEM MHKPOTIPOIIECCOPHOTO yIIpaBJICHAS

npUeMonepeaTuu-KaMy ¢ CUTHaJIbHBIM Tiporieccopom (DSP).

3. Cucmemsl u cemu nepeoavu uHgopmayuu

1. CocraBnsromuue ceTeil U cucTeM nepenadn HHGOpMaIUu.

2.  ®wuszmueckas mepeqaya JaHHBIX MO JUHUAM CBs3H. [Ipobmemsr cBszu. O600-
HICHHAs 3a]1a4a KOMMYTaIlUU.

3.  Kommyrauus xkananoB. Kommyraumss mnakeroB. CpaBHEHHE ceTed cC
KOMMYTalM-€i KaHAJIOB U KOMMYTALIMEN MTAKETOB.

4.  JlekoMno3uIus 3ajauu cereBoro B3aumoaeiicteus. Moaens OSI. Cranaaptu-
3amus ceteil. THGopMalMOHHbIE U TPaHCTIOPTHBIE YCIIYTH.

5. Monynsuud. Jluckpetusanus aHaJOroBbIX CUTHAIOB. MeToabl KOJUPOBAHUS.
OOHapy>keHue U KOPPEKIUs OINOOK.

6. becrnpoBogHas cpena nepenaun. becrmpoBOAHBIE CETH U CHCTEMBI MEPEIAUH
uHpopmaruu. TeXHONIOTHS MUPOKOTIOIOCHOTO CUTHAJA



7. Crex mpotokonoB TCP/ IP. Tumsr agpecoB creka TCP/IP. ®opmar IP -ampeca.
[Topsinox HazHauenwus [P -agpecos.

8. @opmar [P-makera. Cxema [P-mapmipytusauuu. MapmpyTtuzanus c
UCIIOJIB30-BAHUEM MACOK.

9. Ilporokonsl TpancmoptHoro ypoBHs TCP u UDP. OO6mue cBoiicTBa u
Ki1accu- ukaruss npoTokojoB mapipytusanuu. [Iporoxkon RIP. Ilportokon
OSPF.

10. Mapupyrtu3zaius B HeoqHopoaHbIx ceTsax. [Iporokon BGP. ITporokon ICMP.
11. TpaHCHOpTHBIE YCIYTd ¥ TEXHOJOTHM TJO0albHBIX ceTed. ba3oBbie
noustus. Texnonorust Frame Relay.

12. bazoBesie nmpunuunsl 1 Mexanusmbl MPLS. Ilpotokon LDP. Monutopunr
co-ctossHus myteid LSP.

13. Cxemsbl yaaneHHoro jaoctyna. KomMmyTtupyembiii aHanoroBbii goctyn. Kowm-
MyTUpPYEMBI gocTyn yepe3 cetb ISDN.

14. Texnonorusa ADSL. Toctyn yepe3 cetu CATV. becnpoBoaHoii pocty.

15. CeteBble ciyxObl. OnekTpoHHas mouTa. Beb-cmyxba. IP -tenedonus.
[Ipoto-kon nepenaun ¢aiinos. CereBoe ynpanieHue B [P-ceTsx.

4. Memoowi u cpedcmea obecneueHusi UHGHOPMAYUOHHOU OE30NACHOCMU
4.1. Kpunrorpaduueckue METObI 3alIUTH HHPOPMALIUN

1. OtkpsiThie co0OMIEHNs. HaCTOTHBIE XapAaKTEPUCTUKU OTKPBITHIX COOOIIEHUIL.
MaremaTuueckre MOJETH OTKPHITBIX COOOIIEHUH W KPUTEPUH Ha OTKPBITHIH
TEKCT.

2. OcHoBHble ToOHATHS KpunTtorpadpuu. Ompenenenue muppa U €ro
MateMaTude- ckue mojenu. Pydnsie u mamuHHble mudpsl. KioueBas cuctema u
OCHOBHBIE TpeOo- BaHU K mKppam. [IoHsATHE KPUITOCUCTEMBI.

3. HIudpsr 3amensl. OnHOaN(paBUTHBIE 1 MHOTOA(aBUTHBIC HU(PBI 3aMEHBI.
4. Iudps rammupoBanus. TabiuuHOE ¥ MOAYIbHOE TAMMHPOBAHHUE.

5. Cogepmennsie muppbl. CToiKOCTh mHMppa 1 U3OBITOYHOCTD A3bIKA. VIMHTO-
CTOWKOCTb U €€ XapakTepucTHKU. MeTo bl o0ecrieueHns: UMUTOCTOMKOCTH.

6. OcHOBHbIE CIIOCOOBI peanan3aluu KPpUITOrpadhuuecKux aaropuTMoB U Tpedo-
BaHUs, IPEIbSBISAEMbIE K HUM. J[aTUMKK MCEBIOCTYYalHbIX TOCIEA0BATENBHOCTEN
(pe- TUCTpBI CABUra, JMHEHHbIM KOHTPY3HTHBIA METOJ, TMHEHHBIE PEKYPPEHTHBIE
H0CJIE/I0- BATEIbHOCTH, MYJIbTHUIUIEKCOPHBIE METO/bI).

7. IlepuoauuHOCTh ClIydalHBIX MOCEA0BaTeIbHOCTEH. Pacipeienenue anemMeH-
TOB B TICEBAOCIYyYalHBIX MOCIENOBATEIbHOCTSX. OCHOBHBIE Y37bI M OJIOKH
KPUIITOCH- CTEM.

8. Metoabl aHanu3a KpUNTOrpahuUECKUx alrOpuTMOB. ANTOPUTMUYECKHE, aHa-
JUTUYECKHE U CTATUCTUUECKHE METO/Ibl aHAJIM3a MOTOYHBIX MU(PPOB.CHCTEMBI
mWU@poBaHUS C OTKPHITBIM Kio4oM. [loHsiTHE OAHOCTOpOHHEH (QYHKIHH.
Kpunrocucrtembr RSA u Dnpb-ITamans.



9. AcuMMETpUYHbIE CHCTEMbl IMIM(PPOBAHUS W MX MPEUMYIIECTBA. XOIII-
(GYHKIIMHM U X UCTOJIb30BaHUE B KPUNTOTpaduu.

10. Tlonstue xpunrtorpaduueckoro mporokona. CBA3b CTOMKOCTH MPOTOKOJA CO
CTOMKOCTBIO 0a30BOIl KpUMTOrpaPUUIECKON CHCTEMBI.

11. Knaccudukamus xpunrorpadpudeckux mpotokoioB. [{udposas mnoamuce.
Crangaptel uudpoBoit noanucu IIpoTokonbl ayTeHTU(PHUKALUMK U UX CBS3b C
11 (pOBOIl MOAMUCHIO.

12. OcobeHHOCTH peanu3alii KPUINTOCUCTEM Ha 0a3e BBIYMCIUTENHLHON TEXHU-
ku. Kpunrorpaduueckue narepgeicsi.

13. KommbiotepHast cteranorpadusi - MeTOH, IOMOJHSIONMNA TpagulMOHHbIE
KpunTorpadguueckre MeToabl.

14. “IlonHoe” ckpbITHE AaHHBIX. TuMbl (aila-KoHTeHHEepoB (rpaduyeckue, 3BY-
KOBBIE). ANTOPUTMBI “yHaKOBKHM~ JaHHBIX (peryispHble, TICEBIOCTyYaiHbIE,
KOMOWHH- POBaHHBIE).

4.2. Texuudeckas 3amuTa HHGOpMaIK

1. XapaxktepucTuka WHKCHEPHO-TEXHHMYECKOW 3amMThl HMH(POPMAIUU Kak

obnactu uHpOpMaNMOHHON Oe3omacHOCTH. OCHOBHBIE MPOOIEMbI HHKEHEPHO-

TEXHUYECKOH 3a- IIUTHI HH(POPMALIUH.

2. Crpykrypa, kiaaccuuKkanus ¥ OCHOBHBIE XapaKTEPHUCTHKH TEXHUYECKUX

KaHa- JJOB yTeUKH WH(OpMaLUU.

3. PacmpocrpaHeHue aKyCTHYECKHX CUTHAJIOB B aTMmocepe, Boje U B

TBepAoi cpene. OcCOOEHHOCTH PACIPOCTPAHEHHsS AaKyCTHUECKUX CHUTHAJIOB B

MOMEIIECHHSX.

4.  PacmpocTpaHeHHE ONTUYECKHX CHTHAJIOB B aTMOC(epe U B CBETOMPOBOIAX.

5.PacnpocTpaHeHne paguoCUTHAIOB PA3INYHbIX JUANa30HOB B IPOCTPAHCTBE U

T0 HAINPaBJIAIOIIUM JIMHUAM CBSI3H.

6. [lpuHummbI 3alIUThl UHQOpPMALMU TEXHUYECKUMHU
CpEICTBaMHU. OCHOBHBIE ~HANpaBlIE€HHA  HHKEHEPHO-TEXHUUYECKON

3aIUTHl UHPOPMALIUH.

7. Bupmpl, HMCTOYHMKM W  HOCHTENM  3allUIlaeMod  MH(OpMaIUu.

JleMackupyromuenpru3Haku 00bEKTOB HAOIOAEHNsI, CUTHAJIOB U BELIECTB.

8.  Koutponb 3¢hexTuBHOCTH MHKEHEPHO-TEXHUUECKOH 3aIIUThl HHPOPMALIUH.

Bunet  koHTpons = 3GQEKTUBHOCTH  HMHKEHEPHO-TEXHHYECKOM  3allUThI

uH(pOpMAITUH.

9. TpeboBaHus 1o 3amuTe HHPOPMALUU OT YTEYKH 10 TEXHUUYECKUM

KaHaJaM.

Bubl TEXHUUECKOTO KOHTPOJIS.

10. Crmoco06bl oLeHKH 3PPEKTUBHOCTH OXpaHbl 00bEKTOB 3amuThl. OeHka 3¢-
(PEeKTHMBHOCTH 3aIIUTHI BUJOBBIX MPU3HAKOB 0OEKTOB HAOIIOICHNSI.

11.  OcHOBHBIE 33a]a4u, CTPYKTYpa U XapaKTePUCTHKA TOCYIaPCTBEHHOH CHCTEMBI
MPOTHBOJICHCTBUS TEXHUUECKOH 3armuTe. OCHOBHBIE PYKOBOASIINE, HOPMATHBHBIE
M METOIMYECKHE JOKYMEHTHl MO 3aluTe WHPOPMAMHA W MPOTHBOJCHCTBHS



TEXHUYECKOU pa3BEIKeE.

12.  ®uznyeckue OCHOBBI 3alIUTHI HHPOPMAIIUK OT TEXHUUECKHUX pa3Beaok. Knac-
cuuKaius CpeACTB TEXHUUYECKUX Pa3BEIOK MO BUAY HOCHUTENs. THUIOBBIE 3aauul
TEX- HUYECKUX Pa3BENOK.

13. MeTtoabl MHKEHEPHO-TEXHUYECKON 3amuThl uHbopManuu. VHxKeHepHas 3a-
IUTa U TeXHUYeCKas oxpaHa oOBEKTOB. [IpoCTpaHCTBEHHOE, PHEPrETUUECKOE U
CTPYK- TYpHO€ CKpbITHE MH(GOPMAIIMHU U €€ HOCUTETIEH.

14. MatemaTuyeckas MOJ€Nb KaHala YTEYKd MHPOpPMAIMU MPUMEHHUTENHHO K
TEXHUYECKUM pa3BEIKaM.

15. Knaccudukanus MeTOJOB WHKEHEPHOH 3aIlUThl M TEXHUYECKOW OXpPaHbI
00BEKTOB 3alUThl. MOJIENIN 30yMBINIUIEHHUKA. TUIMOBOM KOMILJIEKC TEXHUYECKUX
CPEACTB OXpaHbl NPEANIPUATHS.

5. Memoowi ananusza u ynpasnenus puckamuy uH@GOPMAyuoHHOU Oe30nacHoCmu

5.1. Marematudeckoe obecreueHue pucK-aHaInu3a

1. Kounemmum ympaBnenuss puckamu OCTAVE, CRAMM, MITRE.
HucTpymen-Tapuil ynpasiaeHus: ”HGOPMAITMOHHBIMU PUCKAMHU.

2. Metoabl aHanu3a pUCKOB Ha OCHOBE 3KCIEPTHBIX OLIEHOK.

3. Mertoapl aHanu3a pUCKOB Ha OCHOBE arllapaTa TeOPUU HEYETKUX MHOMKECTB.
4.  Mepsl pucka M 3alIMIIEHHOCTH CHCTEM Ha OCHOBE BEpPOSTHOCTHBIX
MapaMeT-poB U XapaKTEPUCTHK yiepoa.

5. ®OyHKUUM YYBCTBUTEILHOCTH U JUHAMHYECKOE MOJEIMPOBAHUE PUCKOB.

6. OueHKa pPHUCKOB CJOXHBIX CHCTEM HAa OCHOBE MapaMeTpOB PHUCKOB HX
KOMITO-HEHTOB.

7. AHamuTHYecKas OLIEHKA PUCKOB IPU HOPMAJIbHOM U JIOTHOPMAaJIbHOM
pacrpe-eNIeHusIX MIOTHOCTH BEPOATHOCTU HacTymieHus ymepoa (IIBHY).

8.  AHanuTudeckas OICHKa PUCKOB Ipu ramma u Oera-pacnpenaenenusx [IBHY.
9. AnamuTHyeckas OLEHKa PHUCKOB MpU OSKCIOHEHIMANbHOM, BeilOymna wu
Opnan-ra pacnpeaenenusax [IBHY.

10. Ananutuyeckue  puck-mMonend npu  OuHomumanbHOM, Ilackang wu
MYJIbTUHOP- MQJIbBHOM pacCIpeelIeHUsIX BEPOSTHOCTH HACTYIUIEHUs yuiepOa
(BHY).

11. AnHanuTHyeckue PHCK-MOJETH TMpPU TEOMETPUUYECKOM M THIIEpreoMeTpuye-
ckoM pacnpenenenusx BHY.

12. AnanuThyeckue pHUCK-MOJENU TP MYyacCOHOBCKOM pacmpenenenun BHY.
Heperynspusie pacnpenenenus yuepoa 1 AHHAMUKA PHCKOB.

13. Cuntes cucTeM ¢ 3a1aHHBIM PHUCKOM.

14. TlpornosupoBanue 3dhexTUBHOCTH CUCTEM  HA  OCHOBE
aHaJIKM3a PUCKOBYIIEPOHOCTH U IIAHCOB MOJIE3HOCTH.

5.2. MaremaTtuyeckoe obecreueHue yrnpaBieHuss pUCKaMU

1. Cucrema MeHemkMeHTa uHpopMmanumoHHo Oe3onmacHoctu (CMMUB).



[Tponecc-ueuiit noaxon 8 CMUB (moaens PDCA).

2. 3amaum MeHEIKMEHTa pucka mH(MOpMAUOHHON Oe3omacHOCTH. OCHOBHBIE
3Ta-Mbl MEHEDKMEHTa pUCKa HHPOPMALMOHHOM O€30aCHOCTH.

3. Mertoabl 3KCHEPTHBIX OIEHOK Npu mnpuHATHM pemieHuid. Koaddunment
panro-ou koppesiuuu CrimpMeHa.

4. Koapdunuent xonkopaauuu Konpamma. ODHTponuiiHbeld Ko3() UIIUEHT
KOHKOP-JaLlAH.

5. OOpaboTka 3KCrepTHOM MHPOPMAIMK HA OCHOBE METO/Ia MMAPHBIX CPABHEHUH.
6. IlocTaHoBKa  MHOTOKpUTEpUAIbHBIX  3a1a4  NPUHATHA  PEILEHHIL.
XapakTepucTu-Ku NpUopuTeTa Kpurepues. Hopmannsanust KpuTepues.

7. IlpuHIMIBI ONTUMAIBHOCTH B 33/1a4aX MPHUHATUS PEILICHHM.

8. IlocraHoBka 3amady ONTUMH3ALUU HA OCHOBE KOMOMHHUPOBAHHUS MPHUHIUIIOB
OIN-TUMAJIBHOCTHU. Teopus MOJIE3HOCTH.

9. AKCHMOMAaTHYECKHME METOABl  MHOTOKPUTEPHAIBHOM  OLICHKH. Meton
aHATMTUYE-CKOM MepapXuH.

10. Metoasl noporoB HecpaBHumocTu DJIEKTPA.

11. Cratuctuueckas MOJENb OJHOKPUTEPUAIBHOTO NPUHATHS pEIIECHUNA B
ycnoBusAx HeonpeneneHHocTd. Kpurepuii baiieca-Jlammaca, kpurepuil MUHEMyMa
CPEIHEro KBaJpaTUYECKOrO OTKIOHEHUS (QYHKIUU MOJE3HOCTH WM (YHKIUH
HOTEPb.

12. Kpurepuii  MakcumMH3alid  BEPOSTHOCTH  pacrlpefeneHus  (QyHKIuH
NOJE3HOCTH, MOJAJIbHBIA  KPUTEPHUl, KPUTEPUl  MHHUMYMa  DSHTPOIUU
MaTEeMaTHYECKOTO OKUIaHus PYHKIIUU TIOJIE3HOCTH, KpuTepuid [ epmeiiepa).

13. TlocTpoeHue kpuUTEpUEB OLIEHKU M BHIOOPA PELICHUI TPH aKTUBHOM TPOTHUBO-
JEUCTBUU cpenbl (MaKCUMHMHHBIA KpuTepuil Banpia, KpuTepur MUHHMAKCHOTO
pucka CaBHDKA).

14. TloctpoeHue KpUTEPHEB OICHKM W BbIOOpA pEIIEHUM MpU HAIUYUU
npuOIU3U- TENBHOM anmpuopHOW MH(GOPMALMH O COCTOSHUSX Cpelbl (KpuTepuii
['ypBuna, kputepuii Xopxa-JIlemana).

15. 3agaya MTMHEWHOro MpOrpaMMUpPOBaHHs ¢ OyJIeBBIMHU MepeMEeHHbBIMU. MeTox
BETBEU U T'PaHUILI.

II. TpeOGoBanusi K yPOBHIO OATOTOBKH MOCTYNAKILEr0

Ilocmynarowuti 0onwcen 3Hamv/nNOHUMANMb.

-MECTO U pojib MHGOPMAIIMOHHON 0E30MacHOCTH B CUCTEME HAI[MOHAIbHOM 0e3-
onacHocTH Poccuiickoit deaepannu, 0CHOBBI TOCYAAPCTBEHHONW HH(POPMAIIMOHHOM

T0- JIMTUKHU, CTPATETHIO0 Pa3BUTUS HHPOpMaLMOHHOrO ob1ecTBa B Poccuu;

~-CYIIHOCTb U MOHATUE MHPOPMALUH, HHPOPMALMOHHONW OE30MaCHOCTH U XapaKTe-
PUCTHKY €€ COCTaBJISIFOLINUX;

-OCHOBHBIE CPEICTBA M CHOCOOBI olOecreueHus: NHHOPMAIIMOHHON 0€30MacHOCTH,
IPUHLIUIIBI TOCTPOEHUS CUCTEM 3aLUThI HH(POpPMALUY;

-[IPUHLUIBI PaOOThl 3J1EMEHTOB U (DYHKIMOHAIBHBIX Y3JI0B AJIEKTPOHHOM ammapa-
TYypHI;

-THIIOBBIE CXEMOTEXHMYECKUE PEILEHUS OCHOBHBIX Y3JI0B U OJIOKOB 3JIEKTPOHHON
anmnaparypsl;

-00Ie TPUHLMIBI  [OCTPOEHUS  BBIUMCIMTENbHBIX  CETE€H, MX  HBOJIOLMIO,




COBPEMEHHBIE TEHACHUMHU U OCHOBHBIE MTPOrPaMMHO-ANNAPAaTHBIE KOMIIOHEHTHI CETH;
-00IIMe  TPHUHIMIB  MPOSKTUPOBAHHA  COBPEMEHHBIX  CHCTEM M CeTei
TEJIEKOMMYHUKAIWW, BKJIFOUasi MyJIbTUCEPBUCHBIE CETH CBA3U;

-OCHOBHBIE BU/Ibl CUMMETPUYHBIX U aCHUMMETPUYHBIX KPHNTOrpadUuecKux ajro-
PUTMOB;

-MaTeMaTHYEeCKUe MOJIETH MU(PPOB U KPUNTOTpadhUuecKue CTaHAAPTHI;

-croco0bl M CpEACTBAa 3alIUThl MHPOPMALUM OT YTEUKH MO TEXHUYECKUM
KaHaJaM U KOHTPOoJIs 3 (HEKTUBHOCTH 3alIUThl UHPOPMALIUU;

-OpraHu3aluio paboThl 1 HOPMATUBHbBIE MPABOBBIE AKThl U CTAHAAPTHI MO JIUIIEH-
3UPOBAHUIO JICATENLHOCTH B 00JacTH oOecreueHus 3alluThl TOoCyIapCTBEHHOM
TalHBI, TEXHAYECKON 3aIUThl KOH(QUACHIIMATbHOW WHPOPMAINH, 10 aTTECTAIlUN
00BeKTOB HH(OpPMATU3AINH U CEPTU(DUKALIMY CPEACTB 3aIIUTHI HH()OPMALINY;
-OCHOBHBIE CTaHJAPTHI U METOJbI aHAJIHU3a PUCKOB;

-MaTeMaTHYECKUE METO/IbI IPUHATHUS PELICHU TIPH yIIPaBIeHUU pUCKaMH HHDOP-
MalMOHHOM 0€30MacCHOCTH;

Ilocmynaiowiuti 0ondicen vmems.:

-KJIaCCU(ULMPOBATh 3aIUIIAEMyI0 WHQOpMAIMIO MO BHUIAM TaWHbBI M CTEHNEHAM
KOH(HIEHIIMATLHOCTH;

-KJacCU(UIUPOBATh U OIECHUBATH YTPO3bl HMHPOPMALUMOHHOW O€30MacHOCTH s
00beKTa MHPOpPMATH3ALINH;

-paboTaTh C COBPEMEHHOM AIIEMEHTHOM 0a30i 3JICKTPOHHOM anmapaTyphl;
-UCTIONIb30BaTh CTAHAAPTHBIE METOJABl U CPEACTBA MPOEKTHPOBAHUS HU(PPOBBIX
y3J10B U YCTPOMCTB, B TOM YHCJIE ISl CPENICTB 3aIUTHI HHGOPMALIUK;

-[IPOBOJIUTH AHAIN3 TIOKa3aTeNel KauyecTBa CeTel U CUCTEM CBS3H;

-4UTaTh CTPYKTYPHBIE ¥ (PYHKIIMOHAIbHBIE CXEMBbI CUCTEM U CETEH CBS3HU;
-UCTIONIb30BAaTh CBOWCTBA KPHUNTOTPaMUECKUX CPEICTB MPU aHAIM3€ KOMILIEKCHBIX
CUCTEM 3alIUThl UHPOPMALIUH;

-PAKTUYECKU pelaTh 3aJaud 3allUThl MPOrpaMM U JaHHBIX KpPUIITOTpa-
(buyecKUMH CpeiCTBaMU;

-IPUMEHSTh OTEYECTBEHHBIE U 3apyOeKHbIE CTAHAAPTHI B 00JACTH KOMITBIOTEPHON
0€30MacHOCTU Il MPOEKTHPOBAHUS, pa3pabOTKU U OLEHUBAHUS 3aIUIIEHHOCTH
KOMITBIOTEPHOU CHCTEMBI;

-[10JIb30BaThCS HOPMATHUBHBIMU JIOKYMEHTAMH MO MPOTUBOJICHCTBUIO TEXHUUECKON
pa3Beke;

-[I0JTb30BAThCS METOJAMHU KOJIMYECTBEHHOTO PUCK-aHaNIn3a MPOIECcCOB 00paboKH,
MoMCKa M nepeiayu uHpopmaluu;

-IPUMEHATh MaTeMaTHYECKUE METOJAbl NPUHATUS PEUICHUH 0pu yIpaBleHUU
puckamu HHGOPMAIMOHHOMN 0€30MaCHOCTH

II1. IIpuMepHbBIil BapHaHT 3a1aHusA

[Toctynaromuii nosydaer 5 (ITh) BOPOCOB, HA KOTOPBIE OH JOJKEH MAKCH-
MaJbHO PacUIMPEHHO MHUCbMEHHO OTBETUTH. Bompochl BBIOMparoTCs U3 KaxkJ0ro
Onoxa.



Bompoc Ne 1. Kputepuu kinaccudukanuu cpencTB 3auThl JaHHbIX. DopMaibHbIe
1 He)OpMaITbHBIE CPEICTBA 3aAIUTHI.

Bompoc Ne 2. CrpykrypupoBanHash kabenbHas cuctema. KOHIIGHTpaTOphl u
cereBble ajantepbl. Jlornueckas CTPyKTypu3alusi CETH C MOMOIIbIO MOCTOB M
KOMMYTaTOpPOB.

Bomnpoc Ne 3. Crek mpotokonoB TCP/IP. Tunsl anpecos creka TCP/IP. ®dopmar IP
-aapeca. [lopsnok Haznauenus [P -aapecos.

Bompoc No 4. Cosepiiennsie mudpol. CTORKOCTD mudpa u u30bITOYHOCTH S3bIKA.
VIMUTOCTOWKOCTD U €€ XapaKTepUCTHKU. MeToabl obecrieyeHrss MMUTOCTOMKOCTH.

Bomnpoc Ne 5. [ToctpoeHue KpuTepueB OIEHKU W BBIOOpA PEIICHUH MPU aKTUBHOM
NPOTUBOJCUCTBUM  Ccpelnbl (MAaKCUMHUHHBIM  Kpurepud Banbna, kpurepuu
MHHUMAaKCcHOTO prcka CaBHIKA).

Kpumepuu ouyenuganus pabom nocmynaroujux
OueHrBaHUE OTBETOB Ha KaXXIbIi BOTIPOC OCYLIECTBISAETCS MO 5-0aiIbHOM IIKae
B 3aBUCHMOCTH OT MpPaBWJIBHOCTH M Pa3BEPHYTOCTH (yINIyOJNEHHOCTH) OTBETa
(cormacHo Tabmuue 1). Ilocne OTBETOB Ha BCE BOIMPOCHI ONPEAECNAETCS CpEHEe
apudmeTnuecKoe, OKpYTrJIeHHOE B OOJBIUIYIO UM MEHBIIYIO CTOPOHY IO MpaBHIaM
MAaTEMATUKU.

Tabmura 1

Ouenka Kpurepuii oueHku

OTanyHO [IpeTeHaeHT NEMOHCTPUPYET IOJHOE IOHMMAHUE
BOITPOCA.
Ha  Bompoc  mpeTeHAeHTOM  IpelcTaBlieH
pa3BepHYThIM  (YrIyOJeHHBIM)  OTBET W3
HECKOJIbKUX JIMTEPATYPHBIX UCTOY- HUKOB.

Xopowo [IpeTeHIeHT JEeMOHCTPHUPYET MOJHOE
MOHUMaHUE BOIPOCA.
Ha BOIIPOC NPETEHJAEHTOM  MpeJCTaBlieH
HEOCTaTOYHO pa3- BEPHYTHIM  (Yr1yOJeHHBIN)
OTBET.

Y 10BIETBOPUTEIHHO [[peTeneHT JAEMOHCTPHUPYET YaCTUYHOE
[OHMMaHKE BOTMPO-
ca. [IpeTeHIeHTOM TpPEACTaBIEH OTBET TOJBHKO HA
4acTh BO-IIPOCA.

HeynosnerBopurensHo |[IpeTenaeHt JAEMOHCTPUPYET HETIOHNMaHHUE
BOIPOCA.
YV npeTenieHTa HET OTBETA Ha BOMPOC.




IV. Pexomenayemas jurepatypa
Ocnognas 1umepamypa

1.  Bpoiino, B.JL. BrruucnurenbHbie CHUCTEMBI, ceTu u
tenekommyHukanuu[ Teker]: Yuebnuk / B. JI. bpoiigo. - 2-e uzn. - CII6.: ITutep,
2005. -703 c.

2. Tlonos E.A. KomnbroTepHbie ceTu [DneKTpoHHBIN pecypc] : Yuebd. mocolue
/E. A. Tlonog, B. H. JlepeBsiHKO. - DIeKTpOH. TEKCTOBBIE, rpad. maH. ( 2,97 M0 ). -
Bo- ponex:®I'BOY BIIO "BopoHeXCKHil TOCYIapCTBEHHBIA TEXHUYECKUMN
yauBepcutet", 2015. - 1 daiin.

3. Pampxo H.M. OcHoBbl kpuntorpaduyeckoil 3ammuthl uHGopMamuu [Inek-
TpoHHBIN pecypc]: Yueb. mocobue / H. M. Pagpko, A. H. MokpoycoB. - DneKTpoH.
Tek- croBble, Tpad. man. ( 1,04 MO ). - Bopomex : ®I'BOY BIIO
"BopoHnexckuil rocyaap- CTBEHHbIM TexHWu4eckud yHuBepcutet', 2014. - 1
daiin.

4. Ocranenko A.I'. MatemaTtnieckue OCHOBBI PUCK-aHAIN3a [ DIEKTPOHHBIN pe-
cype]: Yueb. mocobue / A. I'. Ocranenko, M. B. Bypca. - DnekTpoH. TEKCTOBBIE,
rpad. nman. (446 K6 ). - Bopomex : OI'BOY BIIO "Boponexckwuii
rocyIapCTBEHHBIN TeXHH- ueckuil yuusepcuret", 2013. - 1 daitn.

5. Ocramesko A. I. MaremMaTuyeckue OCHOBBI YIPABIEHHS PUCKAMHU
HapyuieHus WHQOpMalmoHHONW Oe30macHOCTH: ydeb. mocoOue [DNeKTPOHHBIN
pecypc]. DnexTpoH. TeKkcToBbie, Tpad. nanusie (4,12 M06) / A. I'. Ocranenko, O. H.
Yomopos. Boponex: ®I'BOY BIIO «BopoHexkckuil rocyapcTBEHHbIA TEXHUYECKUI
yHuBepcuteT», 2014.

6. OcHoBbl HH(OpMAIMOHHON Oe30macHOCTH [IDnekTpoHHbId pecype] / O. H.
Yo-nopo, A. I'. OcraneHko. - INeKTpoH. TeKCToBbIe, Tpad. aaH. ( 0,99 M6 ). -
Boponexx @I'BOY BIIO "BopoHEXCKHil TOCYyIapCTBEHHBIM TEXHUYECKHIA
yuusepcutet", 2015. -1 ¢aiin.

7. Turo A.A. TexHudeckue cpecTBa 3alUThl HHPopManuu: Yued. mocodue /
A.A. TuroB. — Tomck: TYCYP (Tomckuil rocynapCTBEHHbI YHHBEPCUTET
CHCTEM YNPABJICHUS U PATHOANIEKTPOHUKH), 2010. — 194 c.

8.  Omudep B.I'. Komnbiotephbie cetu : [IpuHIUMBI, TEXHOIOTHH, TPOTOKOJBI:
VYuebnuk s By30B / B. I'. Onudep, H. A. Onudep - 2-e uza. - CIIO. : [Turep,
2003. -864c.

Hononnumenvuas rumepamypa

1. OcuoBbl kpunrtorpaduu : Yue6. nocodue / A. II. AndepoB u ap. - M. :
I'emnoc APB, 2002. - 480c.

2. OcHOBBI HH(pOpMAITMOHHON Oe3omacHOCTH : YueOHuk / B.A. Munaes,
C.B. Ckpbuib, A.Il. ®ucyn, C.B. [IBopsHkuH. - Boponex : Boponexckuii
uactutyT MB/I Poccun, 2001. - 464c¢.- 120.00.

3. TexHuueckue, OpraHU3alMOHHBIE U KaJpOBbIE ACMEKTHl YMpPaBICHUS
nH(pOpMa- IMOHHOM Oe3omacHocThIo : Yueb mocobue / H. I'. Munocnasckas, M.



1O. Cenatopos, A. U. Toacroii. - 2-e u3a., ucnp. - M. : I'opsiuas nunus -Tenekow,
2014. - 214 c.

4, Vmpaenenue puckamu MHOOPMAMOHHOW Oe30macHOCTH : Yuel. mocobue /
H. T'. Munocnasckas, H. FO. Cenatopos. - 2-e u3a., ucnp. - M. ‘ I'opsuas
muHug - TeaexoMm, 2014. - 130 c.

5. VYnpaBneHue nHUUACHTAMU MHGOPMALIMOHHON 0€30MaCHOCTH U HEMPEPHIBHO-
cteio Ou3Heca : Yueb. mocobue / H. I'. Munocnasckas, M. 0. Cenatopos. - M. :
['ops- yas nuHus -Tenekom, 2014. — 170

6.0OcHOBBI ympaBiieHuss nHpopmarmoHHoi 6e3omacHocThio / A.Il. Kypwumo |,
VYueb. mocobue. - 2-e u3a., ucnp. - M. : l'opsiuas nunus -Tenexkom, 2014. - 244 c.
7. Pa3paboTka cucTeMbl TEXHHUECKOW 3aIIUThl HHPOopMaluu: Yued. mocodue /
B.1. AsepuenkoB. — Mocksa: ®JIMHTA, 2011, 187 c.

8. AHamM3 W YNpaBICHUE pUCKAMHU OCECIIPOBOJHBIX CETeH [DJIEKTPOHHBIN
pecypc] Yueb. nmocodue / B. b. lllep6akos, C. A. Epmakos, B. 1. bouapos ;
nox pen. I'. C.

OcTtaneHko. - DIeKTpoH. TeKCTOBbIe, Tpad. mad. ( 3052032 Oaiit ). - BopoHex
I'OYBIIO "BopoHexcKkuil rocyAapCcTBEHHbI TeXHUYecKuil yHuBepcutet', 2008.
- 1 daiin.

9. AmnmaparHble CPeICTBA BBIYMCIUTEIBHON TEXHUKH [DJIEKTPOHHBIA pecypc]
yue6. nocobue / B. II. IypoB. - DnekrpoH. TekctoBbie aaH. ( 11441664 baiirt ). -
Bopo- mvex : BI'TY, 2005. - 1 ¢aiin. - Mmeercs BapuaHT Ha OyMa)XHOM
HOCHTETIE.

10. Tloctpoenue cereit u cucteM mnepeaaud HUHGOPMAIMU [ DNEKTPOHHBIH
pecypc]Yueb. nocodue / Y. B. 'onuapoB. - DeKTpoH. TeKCTOBBIE, rpad. naH. (
4,28 M6 ). - Boporerxx  ®I'BOY  BIIO "BopoHexckuil  ToCyaapCTBEHHBIN
TEeXHUYECKUN YHUBEPCH-

tet", 2013. - 1 gaiin. - 30-00.

11. TexHuueckue CpelCcTBAa U METOABI 3aIlUThl MHPOpManuu: Yued. mocodue /
AIL 3aitueB. — Mocksa: ['opsuas nmunug-Tenexkom, 2012. — 616 c.

Pecypcobl HH(POPMALMOHHO-TEJIEKOMMYHUKAUMOHHOM ceTH «AHTEepHeT»:

1. http://consultant.ru —  CIpaBOYHas paBoBast
cucrema
«Koncynsrantllimrocy.

2. http://www.garant.ru— cripaBoyHasi ipaBoBas cuctema «l'apant».

3. http://znanium.com — xkpynHeiias OecriaTHas 3JeKTpOHHAas OuOIMOTEKa
poc-curickoro MHTepHeTa.

4. http://elibrary.ru/defaultx.asp — «eLibrary.run. Poccuiickas snekTpoHHas
Oub-nmmoTexa.

5. http://rsl.ru — poccuiickas rocynapcTBeHHas OHONHOTEKA.

6.  http://knigafund.ru —3JICKTPOHHO-0MOIMOTeUHAS
cucrema
«Knaura®ouny.

7. http://ebdb.ru — «eBdb». IlouckoBas cuctema mo (oHmaM 3JIEKTPOHHBIX
OuOIMOTEK.




8.  http://bukinist.agava.ru — «bykunuct». IlonckoBas cucrema

npeAHa3HaYeHa JUIsl IOMCKA KHUT U JPYTUX 3JEKTPOHHBIX TEKCTOB, MMEIOLIUXCS B
CBO-00/1HOM JocTyrne B IHTepHeT.

9.  http://poiskknig.ru — mopTan Mo MOMCKY SJIEKTPOHHBIX KHHT.

10. www.kremlin.ru — odurmansusiii caift I[lpesunenta Poccuiickoit deneparyn.
11. http://government.ru — oduuuanbueiii caiit IlpaButensctBa Poccuiickoii
Oe-nepanum.

12.  http://gov.ru _—cepBep OpraHoB TIoCyJIapCTBEHHON BiacTH Poccuiickoit
denepauun

13.  http://www.is027000.ru - nHGOPMAMOHHO-AHATUTHYECKUNA pECypC I Me-
HEDKEPOB U 3KCHEPTOB 10 MH(OOPMALMOHHON O€30MaCHOCTH




